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FOREWORD

Future confict will involve sophisticated
cyber warfare. Nations across the globe have
recognised the strategic value and asymmetric
advantage of investment in ofensive cyber
capabilities. They continue to evolve and
advance their capabilities, strategies and
tactics, contributing to a deteriorating strategic
environment. As you read this Strategy,
adversaries and cyber criminals are probing
Defence’s networks for vulnerabilities to
exploit. They are seeking insights into Defence
capabilities, platforms, and personnel. They
are seeking to steal data, slow Defence’s work,
impact operations and identify gaps to exploit
in the future.

Malicious cyber activity now represents one
of Defence’s most critical risks. Our cyber
security is therefore now one of our most
critical tools to defend our people, capabilities,
and ultimately, our nation. Defence’s response
must be deliberate and decisive to address
the worsening cyber threat environment. The
Defence Cyber Security Strategy will position
Defence to defend Australia and advance our
security and prosperity.

This Strategy details how Defence will combat
cyber threats and ensure its capabilities are
secure against attacks from adversaries. This
will require a concerted and coordinated
efort across the entire Defence ecosystem,
from Australian Defence Force and Australian
Public Service personnel to Defence’s industry
partners and supply chain. Each part of this
ecosystem contributes to, and has a role to play
in ensuring, the cyber security of Defence, and
our nation.

This Strategy presents the path to a cyber
resilient Defence and the principles to maintain
a strong cyber security posture in a shifting
strategic environment. It is essential that this
be accompanied by strong leadership, resolve

and a willingness to transform from across the
Defence ecosystem. Together we can ensure
a strong Defence, and the future security and
prosperity of Australia.

In response to our rapidly changing strategic
circumstances, the Government has committed
to a Defence Strategic Review that will examine
force structure, force posture and preparedness,
and investment prioritisation, to ensure
Defence has the right capabilities to meet our
growing strategic needs. In an environment
characterised in particular by increased
cyber threats, the Defence Strategic Review
will provide a comprehensive assessment so
Defence remains positioned to meet growing
regional and global challenges.

Consequently, the implementation of the
Defence Cyber Security Strategy will be
responsive to and informed by the outcomes of
the Defence Strategic Review so that it maintains
strong strategic alignment and is able to meet
Defence's future needs.

The Hon Matt Thistlethwaite MP
Assistant Minister for Defence

Assistant Minister for Veterans' Afairs
31 August 2022

DEFENCE CYBER SECURITY STRATEGY



This page intentionally left blank.




DEFENCE CYBER SECURITY STRATEGY

EXECUTIVE SUMMARY

Defence must continue to improve its cyber security if it is to defend
against constant malicious cyber activity and succeed in future conficts.
This is necessary for the continued fulfiment of Defence’s mission, and the
continued delivery of critical functions upon which our national interests
rely, and all Australians expect.

The Strategy will shape the Defence portfolio’s cyber security for the next
ten years. It establishes the guiding principles and strategic objectives to
enhance Defence’s cyber security capabilities in line with the shifting threat
environment. The Strategy also establishes four priority action areas that
outline objectives to be achieved over the next three years. This will set the
necessary foundations for Defence to be a cyber security exemplar now, and
into the future, as cyber threats evolve.

This Strategy will ensure Defence can continue to transform, adapt and
evolve securely. It will support Defence’s ability to Shape, Deter and Respond:
shaping its cyber security environment through uplift, standards setting




STRATEGIC CONTEXT

The 2020 Defence Strategic Update detailed
the deteriorating nature of Australia’s strategic
environment and the contributing role of cyber
capabilities. Cyber threats are increasing in
sophistication and scale. Cyber has emerged
as a recognised warfghting domain and cyber
warfare will be a critical component of future
confict.

Defence operates in complex and contested
terrains that present signifcant and unique
challenges for its cyber security capabilities.
The requirement for cyber security is more
critical than ever, and the scope extends well
beyond Defence’s immediate networks and
warfghting capabilities. Defence industry and
supply chains, related critical infrastructure, and
Australia’s research and development sector
are a signifcant target for adversaries. Defence
relies on the security of more systems and
capabilities than ever before, and in an
increasingly hostile cyber threat environment.
This calls for a hand-in-hand approach with
industry to uplift the security of the entire
Defence ecosystem.

The threat does not stop at the high-end
capabilities of Defence and industry. Individuals
within the Defence ecosystem, both Defence
personnel and industry contractors, are
being targeted as an indirect entry point
to compromise Defence’s networks and
capabilities. Adversaries continue to deploy
unrelenting and increasingly sophisticated
malicious cyber campaigns at scale to
compromise individuals, collect their data, and
infltrate, disrupt and deny Defence capabilities.
Everyone connected to the Defence ecosystem
must play their part.

Poor cyber security has the potential to severely
impact the utility of Defence’s ships, aircraft,
weapons systems and supporting capabilities,
such as bases and critical infrastructure. As
a likely pre-cursor to and critical element of
future confict, Defence’s cyber security posture
will likely be a determining factor of Australia’s
success or defeat.

Ultimately, the fulfiment of Defence’s mission is
dependent on cyber security.

AL

Cyber-attacks can directly compromise military capability
and operations. Cyber-enabled activities can also drive
disinformation and destabilising interference in economies,
political and social systems and infrastructure.

- 2020 Defence Strategic Update p. 13
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CYBER SECURITY GOVERNANCE




All of Defence’s capabilities operate to some
extent in and through cyberspace. This poses
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At the core of Defence’s cyber security capability
is its people. Unlike other warfghting domains,
everyone has a direct role in the security of
the cyber domain. Everyone that interacts with
the Defence environment and supply chain
presents a potential target and opportunity
for adversaries. One action, by one user, could
expose critical information or create an entry
point for an adversary. An adversary could take
advantage of this to compromise aircraft, ships,
personnel, weapon systems and critical support
functions, and threaten Defence’s ability
to succeed across all warfghting domains.
The signifcance of these risks necessitates a
recalibration in how Defence approaches cyber
security across the workforce.

Defence’s approach to cyber workforce
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DEFENCE CYBER SECURITY STRATEGY

WHERE TO FROM HERE?

This Strategy is designed to deliver on the objectives of the Defence
Transformation Strategy. It will contribute to a high-performing
One Defence enterprise with the ability to continuously improve and
adapt to changing strategic circumstances.

A robust cyber security apparatus will be a key determinant in the
success of Defence’s mission, now and into the future. Accordingly,
this Strategy provides a fexible, principles-based approach to ensure
Defence is well-positioned to meet future cyber security challenges
over the next ten years.

But this cannot be achieved by Defence alone. Industry plays a critical
role in the provision of capabilities and personnel on which Defence
relies. Accordingly, Defence and industry must work hand-in-hand
to ensure strong cyber security across the Defence ecosystem, and
ultimately the success of Defence’s warfghting mission.

Defence’s approach to cyber security will require ongoing recalibration
in the face of an evolving cyber threat environment and rapid
technological advancements. This Strategy will continue to be reviewed
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